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Introduction

There is no future without risk.
Unknown

He either fears his fate too much or his 

deserts are small,

Who dare not put it to the touch to win or 

lose it all.
James Graham (1612–1650)

Scottish general 

One of the problems which has plagued 

those attempting to predict the behaviour

of capital markets is the absence of a body 

of positive microeconomic theory dealing 

with conditions of risk
William Sharpe

1990 Nobel Prize in Economics

• What might occur?

– From trivial to catastrophic …

• Probability of occurrence?

• The extent to which we can control or 

manage it?
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The Chinese Symbol for “Crisis”

The first symbol is the symbol for “danger,” …

… while the second is the symbol for “opportunity,” …

… making risk a mix of danger and opportunity

You cannot have one without the other
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Porter´s 5 Forces
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Firm Risk

• This framework will be 

followed in developing a 

body of theory behind 

firm risk, and showing 

how it can be managed 

strategically to add value

• Risk and return are 

determined by a set of 

common underlying 

factors in the firm’s 

structure and strategy
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The Dell Case - … Anything Else that Can Go Wrong?

• August 2006, as DJI up, Dell -45%

– Market share slipped

– Criticisms about customer service

– Largest ever electronics product recall

– SEC probe (accounting practices)

– Threat of suspension following late 

filings of financial reports

– Stream of executives left …

• Recurring crises of the type that 

enmeshed Dell are occurring under 

three sets of pressures

– Growing complexity of systems

• Economies of scale

• Integration of manufacturing and 

distribution systems

• More closely coupled processes … 

readily snowball into major disasters

– Deregulation and intense competition

• Take more strategic risks 

• Given executives’ poor decision-

making record, an increase in the 

scale and frequency of strategic risks 

leads to more disasters

– Corporate re-engineering and 

expanding markets, and the need to 

maintain returns in an era of low 

inflation

• Conventional risk management 

techniques have reached a point of 

diminishing returns

– Only effective against point-

sourced risks, but are unable to stem 

the steady rise in firm-level risks
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The Sequence of Things …

For want of a nail the shoe was lost

For want of a shoe the horse was lost

For want of a horse the rider was lost

For want of a rider the battle was lost

For want of a battle the kingdom was lost

And all for want of a horseshoe nail.

Benjamin Franklin

• A similar perspective 

comes in the domino 

theory of Heinrich (1959) 

which argues that 

accidents are part of a 

chain of events involving 

characteristics of the 

victim and environment, 

…

• … a human error that 

leads to emergence of a 

hazard or unsafe act, …

• …  followed by an 

accident and possible 

injury
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Principal Risk Management Techniques

• Intuitively the integration of risk management and corporate finance should be easy 

because they are fungible

– However, each of these strategies has economic consequences that are identical to those of 

financial risk management products

• Intuitively the integration 

of risk management and 

corporate finance should 

be easy because they 

are fungible

• Each of these strategies 

has economic 

consequences that are 

identical to those of 

financial risk 

management products
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Sources of Firm Risk

• A challenge for 

development of an 

integrated approach to 

risk management is that 

the many different 

measures of firm risk are 

generally treated as 

mutually exclusive
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Drivers, Controls and Measures of Firm Risk

• It can sometimes be hard 

to distinguish between 

firm-level and point-

source risks

• Consider the risk of 

default that comes from 

elevated gearing levels

• This can occur in an era 

of low interest rates, and 

thus be systematic; or 

gearing can be lifted as a 

deliberate policy by 

individual company 

managements and be 

firm-specific
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Internal and External Risk Sources
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Internal and External Risk Sources (cont´d)
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Sources of Losses and Damage

• While historically natural disasters cause the most damage …

– … whether measured as insured loss or loss of life

• … the frequency of man-made disasters was historically higher

13
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Point-Source Corporate Risks vs Firm-Level Strategic Risk

14
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Institutional Ownership of Securities

• Are regulatory oversight 

and internal corporate 

governance processes 

inadequate to ensure 

effective control of 

modern industrial risks?
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Why Organizations Take Risks

• There is a rich literature 

in psychology that uses 

people’s responses to 

questions to assess their 

personality, including 

risk propensity

• These and similar 

questions are combined 

into many 

questionnaires that rate 

individuals’ risk 

propensity

• Whilst quizzes indicate 

individuals’ attitudes 

towards risk, how do 

such attitudes arise? 

Why do some people 

climb mountains whilst 

others lounge on the 

couch?
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Prospect Theory

A descriptive model of decision making 

under risk

• People derive value or utility from 

changes in wealth relative to a 

reference level …

– … rather than from absolute wealth 

levels

• The value function is asymmetrical

– Losses hurt more than gains feel 

good (loss aversion)

– This differs from expected utility 

theory, in which a rational agent is 

indifferent to the reference point. In 

expected utility theory, the individual 

only cares about absolute wealth, not 

relative wealth in any given situation

• A convex curve for losses evidencing 

risk embrace as decision makers see 

little difference in outcomes as losses 

escalate

• Non-linearity in 

probabilities means that 

lower probabilities are 

overweighted, whilst 

people underweight 

moderate and high 

probabilities

• As a result, except close 

to the reference level, 

decision makers are 

relatively insensitive to 

differences in probability 

and outcome between 

events which are 

commonly encountered

17

http://upload.wikimedia.org/wikipedia/commons/4/4e/Valuefun.jpg
http://upload.wikimedia.org/wikipedia/commons/4/4e/Valuefun.jpg


www.christianschopper.com © Copyright – Christian Schopper

Outcomes of Common Management Strategies

• A range of common firm 

strategies have high 

rates of failure including 

acquisitions, research 

and development 

projects, company 

formation, mineral 

exploration, new product 

launches, quality 

programmes and senior 

executive recruitment

• There is clear 

consistency in these 

poor results from 

common business 

strategies as none 

differs significantly from 

their mean of 25 per cent
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Interim Conclusion

• Firms face two distinct types of risk

– Low-level point-source risks

– More complex firm-level strategic risks

• Risks are changing along quite different trajectories

– Drivers are exogenous factors – such as regulation and technology – that have significantly 

changed firms’ risk propensity and are likely to continue

• Although low-level risks appear are under control, this is not true of strategic 

risks

– Traditional risk management techniques have had a natural focus on point sources of risk whose 

seriousness has fallen under the scrutiny of auditors et al …

– The surprise is that the dichotomous development of risks – towards higher firm-level risks and 

lower point-source risks – has been scarcely recognized
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Decision Making Paradigm

• A decision maker faces a huge 

universe of data which must be 

filtered to be manageable, …

• … and then processed through their 

own personal paradigm that is 

unique for its knowledge and 

competencies

• The result is that a shared problem

with a readily available dataset will

lead to differing individual

conclusions

• Reflexivity means that 

social systems such as 

organizations and 

markets have a 

significant component of 

indeterminacy

• It is hardly surprising to 

find that normative 

models of decision 

making which ignore 

human or social factors 

such as biases and 

behavioural pressures 

are usually ineffective, 

as are approaches 

adapted from the 

physical sciences which 

rely upon total 

separation between 

events and observations
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Decision Making Paradigm (cont´d)

21
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Accuracy of Uncertain Judgements

Findings

• In multiple domains - including 

management - expert accuracy 

is, in general, no better than 

chance

• Increased experience, 

however, is often accompanied 

by an unjustified increase in 

self-confidence …

Practical implications

• While the dynamic nature of 

decision making in 

organizations renders the 

development of a codified, 

reliable knowledge base 

potentially unachievable, …

• … there is value in recognizing 

these limitations, and employing 

tactics to explore more 

thoroughly both problem and 

solutions spaces 
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Accuracy of Uncertain Judgements (cont´d)

• The accuracy or reliability of a 

test depends not just on the test 

itself, but also on the frequency 

of the event

– For events with a low 

frequency (everything from 

earthquakes and species 

extinction to corporate collapse 

and global disasters), 

judgements need to be 

extremely accurate to have 

any value …
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Examples of Tangible Real Options

• Although real options 

have limitations, their 

current neglect is 

unfortunate as they do 

have practical 

application when the 

holder enjoys the right to 

exercise a contractual 

agreement

• Insurance, for instance, 

can be thought of as a 

put option, which is 

contingent on the 

occurrence and outcome 

of an insurable event 

such as fire or flood 

damage. In the event of 

damage covered by 

insurance, the insurance 

company pays the loss 

in value less a 

deductible

24
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Risk Management using Options to Defer Action

• Some risk management 

strategies can contain 

optionality, or embedded 

real options

• The latter enable 

decisions to be taken in 

stages, or deferred until 

uncertainty is removed

25
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Strategic Foresight

• Many decisions are made in a context 

where conventional wisdom about 

the present holds true

• Conversely, other areas will be 

buffeted by significant change which 

must be factored into decision making

• In a context of strategic foresight 

scanned inputs, forecasts, alternative 

futures exploration, analysis and 

feedback are used to produce or alter 

plans and actions of an organization

• Thereby, considerations of possible 

futures (alternative futures) and of 

probable futures (forecasts, 

predictions) are important to 

developing a preferred future (plan) 

• Strategic foresight is a 

growing practice in 

corporate foresight in 

large companies 

• Strategic foresight can 

be practiced at multiple 

levels, including:

• Personal - Personal and 

professional goalsetting 

and action planning

• Organizational - Carrying 

out tomorrows' business 

better

• Social - Moving toward 

the next civilisation - the 

one that lies beyond the 

current hegemony of 

techno/industrial/capitali

st interests

• The table summarizes a 

number of views on 

major drivers of future 

change

• Such changes usher in a 

new environment that 

must be factored in to 

decisions

• But how can a useful 

view of the future be 

developed given 

forecasters’ poor 

record?
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Predictability of Systems

When attempting strategic foresight, it is 

necessary to think about the requirements 

for any system to be amenable to 

meaningful predictions 

1. It must be defined and closed

– A process that is not understood and 

quantified and is open to multiple 

forces will behave erratically and 

cannot be realistically predicted

– It is virtually impossible to predict

systems that are complex or chaotic

such as weather and currencies …

2. The number of elements being 

predicted must be small enough to 

ensure homogeneity of response

– And they must fit within a reliable 

causal model, for which there is valid 

data

• Consider sytem dynamic 

models …
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Probabilistic Approaches

• Sensitivity Analysis

– “What if?” questions about key inputs and look at the impact on value

– Examine extreme outcomes and evaluate the sensitivity of the outcome to changes in individual 

assumptions

• Scenario Analysis

– Estimate the outcomes and value under viable scenarios in the future (from very good to very 

bad ones)  and attaching probabilities

– Best employed when the outcomes of a project are a function of the macroeconomic environment 

and/or competitive responses

• Decision Trees

– Some firms face sequential risks, a situation in which it is necessary to move through one stage 

successfully before proceeding to the next stage

• Simulations

– Allows for the deepest assessment of uncertainty because it lets analysts specify probability 

distributions of values - rather than a single expected value for each input - about which they 

feel uncertain

• Value at Risk (VAR)

– Value at Risk, or VaR, measures the potential loss in value of a risky asset or portfolio over a 

defined period for a given confidence interval

• One problem with risk-

adjusted value 

approaches is that 

analysts are required to 

condense their 

uncertainty about future 

outcomes into a set of 

expected cash flows

• Probabilistic approaches 

take a richer and more 

data-intensive view of 

uncertainty, allowing for 

extreme outcomes, both 

good and bad

• In the process, a better 

sense of how risk can 

affect a venture is 

developed, and enables 

consideration of 

appropriate ways to 

manage this risk
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Scenario Planning

29
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Scenario Planning (cont´d)

Define the scope of the analysis, and tease out the focal issue or key decision

• Develop data on the decision

– Covering factors such as industry size, competitors, substitutes, policies, technologies, 

profitability

• Identify key trends

– Using PEEST (political / economic / environmental / scientific / technological) or STEEP, Five 

Forces, competitive analysis and other models of how the area of decision operates

• Understand the drivers of these trends, and rank them by importance

• Bring drivers together into scenario themes

• Reduce the number of scenarios (ideally 2-3)

– Often giving them descriptive names

• Elaborate the story behind each scenario

– Check for consistency and plausibility

• Identify the issues arising

– Does the organization have adequate competencies?

– What contingency plans need to be made?

– What no-regrets actions can be taken?

• Think of scenarios as a long time (e.g. 10-year) journey

• Develop milestones of what should be seen along the way as each scenario unfolds
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Scenario Planning Example: Retail Petrol Supply

31



www.christianschopper.com © Copyright – Christian Schopper

Scenario Planning Example: Safe the World …
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Conditions Promoting Risk and Poor Decision Making

• This table recognizes 

that the environment 

around a decision 

shapes its risks, and 

lists indicators of 

potentially weak 

decision making
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Quick Risk Quiz

• This table involves 

eleven questions with 

yes-no answers that 

have been linked to poor 

risk outcomes

• Around 70% of 

organizations with a 

score of four or more are 

likely to experience a 

crisis in any 3 years 

(Coleman, 2006)
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Does Risk Impact Shareholder Value?

• Shareholders expect that firms will manage risks

– Not only to reduce unwanted outcomes but also the consequent adverse impact on value

– Thus sound risk management programmes are an important management responsibility.

• Risk impacts shareholder value and risk management can add value

– Thus risk management becomes a strategic process in which risks are eliminated, managed 

or accepted according to their relative costs and benefits and with the objective of adding 

shareholder value

• However, increasing risk beyond the point of maximum return is not rewarded 

and will progressively reduce the expected return

• And, a firm or portfolio has an optimum level of risk

• Drucker (1967) argued that there were some risks that a firm cannot afford not to 

take
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Enterprise Risk Management

• Recognize the existence of risk

• Understand each risk’s mechanism and its probability of occurrence

• Provide motivation to institute controls

• Establish a framework which sets a target for the ideal risk mix

• Develop tools for managing risks which are appropriate to their probability of 

occurrence and consequences

• Implement a risk management system

• Monitor results and regularly revisit the strategy
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Taxonomy of Firm Risk

• Developing a 

comprehensive listing of 

possible risk outcomes 

requires thinking from 

different perspectives

• The typical approach to 

determining potential 

risks is a checklist to 

facilitate brainstorming
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Tangible and Intangible Risk
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Financial Optimization of Risk Management

• The most obvious 

motivation to control 

risks is to reduce their 

financial impact

• This, of course, involves 

a cost-benefit analysis, 

because – no matter how 

a risk is managed – there 

will be some cost 

involved

• Intuition suggests that 

risk management 

inevitably reaches a 

point of diminishing 

returns, where the 

residual risk is so small 

that no effort is justified 

in further reduction
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How Risk Management Affects Value

40



www.christianschopper.com © Copyright – Christian Schopper

Factors Influencing the Value of a Business
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Integrated Risk Evaluation and Management

• Key is providing an 

environment where risk 

management is part of 

the culture

• The concept of a risk 

chain sees risk analysis, 

evaluation and 

management as a series 

of intertwined steps
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Risk Maps
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Risk Maps (cont´d)
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When Is It Appropriate to Hedge Risk?
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Risk Insurance

Given that insurance relies on pooling and large numbers, …

… insurable events have a number of core characteristics

• The number of insured entities must be large relative to the frequency of loss

• The frequency of expected loss must be quantifiable

• The event must be clearly definable and its loss must be financially quantifiable, or 

else payouts cannot be readily established

• The loss needs to be uncertain, which means that the distribution of events is 

random and the pool must contain members who will not suffer loss

• Individual losses must be independent, so that there is no concentration of 

exposures and only a small proportion of the pool is impacted at any one time

• It must be possible for the pool to protect against adverse selection whereby a 

disproportionate number of firms with relatively high probability of loss seek cover, 

which results in transfer of wealth from low- or average-risk firms to high-risk firms
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Pay-off line from Insurance

• The pay-off line for an 

insurance policy is 

identical to that of a 

conventional put option

• Inclusion of a deductible 

makes the insurance 

policy out of-the-money; 

and it is an American-

style option because it 

can be exercised at any 

time before expiry
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Types of Derivatives
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Integrating ALM into Corporate Finance

• ALM in financial institutions deals with market-based assets and liabilities that have 

well-defined historical data that enable rigorous statistical techniques to match both 

sides of the balance sheet under a variety of scenarios

• ALM has found less use in non-financial corporations where data is not as 

comprehensive, and the objective – maximizing return from assets – differs from that 

of banks and insurance companies, which is to earn a spread between assets and 

liabilities

• ALM, though, has strategic advantages by facilitating integration of risk management 

and financial strategy
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Chief Risk Officer

If everything seems to be under control, 

you’re just not going fast enough

Mario Andretti

Formula One World Champion

• Provide leadership for ERM

– Integrate all risk management 

functions, staff and responsibilities 

across the company within the CRO’s 

group

• Coordinate internal and external risk 

reporting

• Ensure compliance with stock 

exchange and regulatory 

requirements for risk management

• Improve incorporation of risk into 

the firm’s strategy and programmes

• Unfortunately many benefits of better 

risk management are difficult to

measure

– Closer integration of risk measures 

into project evaluations and 

operations.

– Better matching of risk propensity to 

decisions
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Determining Key Risk Indicators

• Actual loss experience

– This should be broader than just net P&L impacts and include events that do not have material 

costs (especially ‘near misses’ and disruption to customers, employees and operations)

– Results should be categorized by business line and loss type

• The firm’s best thinking on risks it faces

– This includes anticipated risks (particularly selfassessment such as the ‘ten top risks we face’) 

with probabilities and consequences

• Value at risk, particularly for financial measures

• Firm and industry data on risks, mapped as consequences vs. probability

• Milestones that are indicative of scenarios for credible generic risks in terms of 

consequences and required responses

– The implication is that passing a milestone should trigger heightened awareness of this risk

• Organizational ‘red flags’ such as executive turnover; legal or ethical charges; 

reporting errors; and backlogs in production and accounting
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Generic Key Risk Indicators

• Developing a set of KRIs 

will combine generic 

measures of standard 

pressure points that 

affect any organization 

…

• … along with more 

granular yardsticks that 

relate to the 

organization’s mission 

and to its proprietary 

products and services, 

processes and plant, 

finances, and suppliers, 

customers and 

employees
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Example: Top Key Risk Indicators in Banking 

• Organization

– Staff turnover; employee complaints

• Counterparty/Customer

– Credit quality; failed trades; client 

complaints; new accounts; customer 

attrition

• Internal Processes

– Inventory (cash) losses; market risk 

limit excesses; expenses; 

investigations underway

• Audit and compliance

– Risk and control self assessment audit 

scores and issues; compliance 

breaches

• Technology

– System downtime

• Criminal activities

– Theft, fraud (internal and external)

• External threats

– IT system intrusions; economic 

indicators

• Consequential position requirements 

are:

– Independence and high-level support

– Adequate span of control of activities
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Governance and Ethics
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Example: A Practical Director’s Manual

• Board decisions are 

comprehensively minuted and action 

items recorded for follow up until 

satisfactorily completed

• Policies are established in important 

areas, particularly those where the 

firm faces risks

– These are reviewed periodically

• An effective system of internal 

controls and audit monitors 

compliance with policies and reports 

regularly

• Directors satisfy themselves that they 

understand the assumptions and 

processes behind each decision, and 

that they are reasonable

• Decisions required of the Board are 

adequately supported, with sufficient 

time for evaluation and discussion

• The Board is regularly and accurately 

informed of performance against 

historical and leading indicators of 

desired outcomes

• Directors have access to

management, firm operations and 

advice as necessary

• Major projects are not post audited, 

particularly those that were 

unsuccessful

• The Chairman or CEO is dominant, 

and there is little cohesion between 

directors

• There is evidence of staff discontent, 

deteriorating results (including share 

price underperformance) or concern 

expressed by responsible outsiders 

(analysts, regulators, ratings agencies 

and the like)
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Framework for Risk-Based Corporate Governance

• Get Board composition right

• Insist on familiarity with all plant and processes

• Keep risk on the Board’s agenda

• Test how well management understands the uncertainties attached to existing and 

new processes
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Critical Risk Management Questions
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Recruiting the CEO

“The CEO is the single most important factor in a company’s stock price …“
• Different compensation 

components have quite 

different pay-offs to 

CEOs and hence 

exercise different 

pressures on the risk 

propensity
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Impact and Lifecycle of a Crisis

• Behavioral crises (company or employees acting questionably or illegally) have the 

greatest short-term impact on shares

• Operational crises (when the company's functioning is halted due to a major product 

recall or environmental disaster) have a modest impact in the first two days of the 

crisis breaking but the greatest long-term effect on share price …

• Corporate crises (companies where the financial wellbeing is affected such as 

liquidity issues or material litigation) made up more than one quarter of companies 

experiencing a share drop on day one

• Informational crises (when companies IT such as system failures or hacking) were of 

moderate concern to the markets
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The Biggest Risk of All: Getting Strategy Right

Companies which judge risks well are 

long-lived and are:

• Sensitive to their environment and 

keep feelers out

– Tuning in to what is going on and 

facilitating timely response

• Cohesive with a strong sense of 

identity

– an idea of community with 

management priorities focussed on 

the health of the organization

• Tolerant

– Especially of activities at the margin 

(including experiments and 

eccentricities) which stretch their 

understanding of what is possible

• Conservative in financing

Five factors seem critical in strategic 

success:

• Clarity of strategic objectives and 

decisions that are consistent and well 

chosen

• Successful execution of strategies 

and decisions

• Competency in large transactions, 

particularly mergers and acquisitions, 

given that most firm failures involve a 

failed major acquisition

• Timely and effective response to new 

information and environmental 

changes so that the firm moves with 

market trends

• Effective risk management that 

includes adequate resourcing of risky 

strategies and ruthless termination of 

incorrect decisions
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Appendix
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Excursion: National Risk Strategy – Examples of National Risks
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Excursion: National Risk Strategy – Failures in Prediction

• Whilst it is easy to 

brainstorm a shopping 

list of potential hazards, 

many identified risks can 

be pretty much a black 

box which are hard to 

understand and quantify

• However, this is 

essential to a correct 

response given the huge 

cost of prediction 

failures
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Excursion: National Risk Strategy – Risk Management Model

• This model adopts the 

conventional approach 

to risk management of 

observerationalize-

respond:

• First set out the broad 

categories of risk; 

identify their sources; …

• … then establish 

parameters to measure 

their frequency and 

impact; …

• … and finally understand 

their drivers so that 

appropriate management 

strategies can be put in 

place
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Excursion: National Risk Strategy – Risk Management Model
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Examples of Corporate Crises in Australia
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Taxonomy of Crisis Types
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Australian Corporate Crises 1990 to 2001
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Chaotic Sequencing of Crises

• Anyone who has 

participated in a crisis 

knows they have a life, 

and – like all living 

beings – pass through 

stages …
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Plan B

70



www.christianschopper.com © Copyright – Christian Schopper

Selected Rules on Crisis Management
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Key Questions for Any Crisis Manager

• Details of the crisis

– What occurred; where; when?

– What damage has occurred: people (who, level of injuries), facilities?

– What third parties have been affected?

– Is the crisis contained; is the site secure?

– What are the medium- to longer-term consequences?

– How much confidence is there in these details?

• Responsibility

– Who is responsible for the incident?

– What, if any, liability is involved?

– What has been said publicly?

– Is an immediate apology in order?

• Notification

– External: government, regulators, stock exchange, financiers.

– Stakeholders: media, community.

– Internal: executives, employees, shareholders, customers, suppliers.
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Key Questions for Any Crisis Manager (cont´d)

• Response capability

– Are internal resources adequate: employees, managers, financial?

– What expert assistance is available: technical, media, support?

– Can additional resources be brought to bear?

– Is a ‘hot line’ required for people to call in?

• Strategic outlook

– Are there any potential long-term health or other impacts?

– Are there any particularly sensitive features: environmental, process, location?

– What are the expected and likely worst-case scenarios?

– Is business continuity assured?

– What are supply chain impacts, including third parties?

– Is a briefing package available: site records, layouts, inspections, performance?

– Are other facilities open to a similar incident?

– Is the incident serious enough to concern ratings agencies and counterparties?

• Response plan

– What is the recovery strategy?

– Who is responsible for crisis management: overall and key components?

– Who is onsite: is a senior executive visit required?

– Have crisis response centres been established and staffed?

– What are the response objectives: are capabilities matched?

– What is the communications strategy: spokesman, timetable, attitudes?

– What are the long-term objectives of the response: key messages?
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Key Questions for Any Crisis Manager (cont´d)

• Response performance

– Are adequate procedures and controls in place within the response team?

– Is an independent third party monitoring compliance and equity?

– How will brand and reputation be protected?

• Legal and liability issues

– Is immediate baseline data required: drug/alcohol tests, air/water samples?

– Are records, reports, logs and other documents securely retained?

– Should any aspects of the response be recorded by minutes or video?

– Does a compensation scheme need to be established?

– Are third-party responses being monitored?

– Will the incident lead to any contractual breaches?

• Insurance

– Does insurance cover apply: has the insurer been notified?

– Is a loss adjuster or onsite insurance expert required?
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Preliminary Conclusion: Management of Corporate Crisis

• Adopt a policy of prudent over-reaction on the basis that information is permanently 

inadequate and crises usually move further than anticipated

• Recognize that the crisis has come from a major mistake, and so adopt zero tolerance 

for under-performance and further error

• Listen for the voice of the customer and ensure stakeholder needs – customer, 

community, employee and shareholder – receive respectful consideration.

• Pay great attention to communications:

1. Never make a statement that is not 100 per cent correct and completely comprehensive: do not 

shade the truth;

2. Never commit to anything that cannot be achieved, or which may be regretted later;

3. Provide an excess of information using all media including Internet sites, internal 

communications and background briefings;

4. Keep the firm’s best advocates – customers, employees and shareholders – fully informed;

5. Ensure the top person is highly visible.

• Recognize that many of the human problems surrounding crises reflect the fact that it 

is in large measure a grieving process
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Preliminary Conclusion: Errors in Risk Judgement

Poor management of strategic risks leads 

firms to make two types of error in 

decisions on risk

• Type I error decides incorrectly that a 

risk is low

– This leads to failed acquisitions, 

crashed space shuttles and plant 

explosions.

– Failure is incorrectly rejected as 

improbable

• Type II error decides incorrectly that a 

risk is too high

– This leads to refusal to accept 

reasonable risks and brings the 

opportunity costs from foregoing good 

investments and strategies
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Preliminary Conclusion: The Paradox

Two paradoxes emerge as corollaries of changes that have occurred in corporate risk

• First: The majority of risks facing firms are old

– As expected by the general consensus that we live in more dangerous times, the frequency of 

industrial disasters grew exponentially during the twentieth century

– Surprisingly, though, most of the increase in disaster frequency was due to explosions and fires; 

little of it came from new technologies such as chemicals and radiation

• Second: The largest firm-level losses in value emerge from conscious decisions that 

have gone wrong

– This leads to the sobering fact that most crises emerge in well-established processes where

– management had neglected the risk being run, which is typical with financial disasters, or from 

deliberate strategies that fail
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